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Router#show interfaces s0/0
Serial 0 is up, line protocol is up

Hardware is MCI Serial

Internet address 1s 131.108.156.98, subnet mask 1s
255.255.255.240

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely
255/255, load 1/255

Encapsulation HDLC, loopback not set, keepalive set
(10 sec)

Router#show controllers serial 0/0

Interface Seriall/0

Hardware 1s PowerQUICC MPCE&0

DTE V.35 TX and RX clocks detected.

1db at 0x81414E2C, driver data structure at 0x8141753C

ST Remisters:
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debug serial interface
debug arp

debug frame-relay 1lmi
debug frame-relay events
debug ppp negotiation
debug ppp packet

debug ppp
debug ppp authentication.

14



(Aah ) ddali J4S 559 1) PPP 42alaa

15



clihl @iy PPP Al

Lkl
P T IPX TEM T&jﬁﬁjﬁ

PCP [ 1IPXCP |5 0 aiitus

wwus  NCP

PPP ANl b Sl oS 5500
lalys ) ik
sal ohla disladl T LCP
LLs, Y i pSasll 4S5 =l

- 1 oa
A_'h.JI_'h _ﬂ_ll_l L]

o

;_!_'.'n_a.:'l ialall

Ome A Gl S 585 0 o PPP o585

cAdads ) Adads i) sl axdien g8 s | CP Jalii W) (8 aSadl) JoSgign —
, saamiall A8l Asda Y S gig g (psSE B padion g — NCP ASudd) A asadl) JeSgign —

D Akl el AN &) 51 e PPP (S cSa

Al el e bl dgal gl —

el il Allol) Ggal o) —

 (HSSI) e sl ddle 4luliall dgal I —
(ISDN) 4 1l ALalSiall cleasl) 4805 —

16



LCP algs

Authentication a
Compression ﬁ

PAP or CHAP
PSTN/ISDN

Multilink

Aladll CHAP sl PAP JsSsis n alaaiul (Sa 1 Authentication  4sladll e

.Cisco 5 %2l 2 Predictor s Stacker ¥ S 515 » alaiiul (Sa :Compression hazall e
Multi-link 223l Lol j¥) e

.Call-back Ju=i¥) e 2}l o

.Error detection sUaal) caiS o

17



PPP

Ll
P T IPX Ti._"dl_ﬂl T&ﬂﬁw
IPCP | IPXCP | 3,.¢ w,ai oy
 CRV TP SO
oAl alla sbaa
L, W1 i pCanll S 430

LCP algs

1< i

bl ik

ool

Crelyie e gl Cpalie

- b oa
A_'h.JI_'h _ﬂ_ll_l [

o

;_!_'.'n_a.:'l ialall

45V pleady LCP L a5y
eoal) anal dabisl 5 gasll ae Jalaill —
Cdadlall p Sl ¢ g eUadl] alins) —
Bl Jua s eled) —
L ALi8 i g 5 aa JS5) ol HY) 48 Jary (A 6l apaas —

18



PPP 4l (s

.f”"%

& wmmj - &

J-Ilj.l-" .i_L-I.’ﬂ-I R

LCP , NCP

1dal ye OB JMA PPP duls i afy o

LCP il Jusl PPP 3 eal (s Jlea JS asi s pall sda a1 Jalsi ¥ s —
. oJ\_.C\i\jL"_\U\:\..J\.L\_.ﬂJ\ Cr il
ABalaall JS g 50 s Jalii )W) i 2ay 1 (Lo ke (S 4 jLis) Ala ja) daladll —
S sl asl s s NCP asa Jlel PPP 3¢l o ASuill 45 S 5ig pdda o —
Al ) A3 Aadall (e o dadl L) il 4y oS5 AS0El dlda Y S 535 50 (1

19



PPP duda slgdlfumls Jaf s

L daladl; bl laica s MTU @l i e BY) (LCP Ll ¥ s o
(s )4ia]) LCP aaladll o

(e L)) .LCP Ll ¥l e 5 jLay) 53 ga Caliis) e
NCP a8l dada JSgig 0 cpsss ©
LCP Lls ¥ sl o

B

o Laa sl Chany i VLAY GLall U o PPP L)) Jlays
LY 33el NCP 5l LCP &l k) ol e

Adladll axe g elgi) e

pddiuall COAY; e

20



NCPs LCP il o G paill 4ds

Router#show interfaces serial0/0
Serial0/0 is up, line protocol is up
Hardware is HD&4570
Internet address is 10.140.1.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
rely 255/255, load 1/255
Encapsulation PPP, |loopback not set, keepalive
set (10 sec)
LCP Open — LCP
Open: I1pcp, cpece [+ NCP
Last input 00:00:05, output 00:00:05, output
hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output gueue 0/40, 0 drops; input gueue 0/75, 0
drops
5 minute input rate 0 bits/sec, 0 packets/sec
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user pass
HQ boardwalk

user pass
SantaCruz boardwalk

01

id

HQ

02

SantaCruz

-LMDE-\

hash

\?

G
«

03

id

Success : welcome in
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DTE 172.25.3.0/24 DCE
.2/S0 Serial 1/S0

interface Seriall0
ip address 172.25.3.2 255.255.255.0
encapsulation ppp

interface Seriall0
ip address 172.25.3.1 255.255.255.0
encapsulation ppp
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Router#show interfaces serial0/0
Serial0/0 is up, line protocol is up
Hardware is HDe4570
Internet address is 10.140.1.2/24
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
rely 255/255, load 1/255
Encapsulation PPP, |loopback not set, keepalive
set (10 sec)
LCP Open — LCP
Open: 1pcp, cppce [ NCP
Last input 00:00:05, output 00:00:05, output
hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output gqueue 0/40, 0 drops; input gueue 0/75, 0
drops
5 minute input rate 0 bits/sec, 0 packets/sec
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(3LEY) Baga ¢« Jaiall) adiiall PPP (983

DTE 172.25.3.0/24 DCE
.2/S0 Serial 1/S0

interface Serial0
ip address 172.25.3.2 255.255.255.0

encapsulation ppp
ppp compress [predictor|stac|mppc]

ppp quality 70

interface Seriall
ip address 172.25.3.1 255.255.255.0

encapsulation ppp
ppp compress [predictor|stac|mppc]

ppp quality 70
el iy ey W g Aday () S5 Gl pral y el 5o o3 QUL &ld g Jarin dolae ()
(el JUall 3) %70 e J8 5 LY 5 58 Canaal 13) Down Al 3 Ll ¥ juag oty
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S0/1 /¢

So/2 | —— S0/1
S0 |— S0/2
\ }___..--"' S0/3

interface Serial0/0
ip address 172.25.3.1 255.255.255.0
encapsulation ppp
ppp multilink

interface Serial(O/1
ip address 172.25.3.3 255.255.255.0
encapsulation ppp
ppp multilink

interface Serial0/2
ip address 172.25.3.5 255.255.255.0
encapsulation ppp
ppp multilink

3L s eJaa) 4331 5a Jal (e p3dien 5 cdan i) (g 3l DS e saaiall Ll Y dlae) g lada
PRESNEAN
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Rtr (config) # username remote-host password remote-
password

This needs to match the ppp pap sent-username on the remote host. °

Rtr (config-if)# ppp pap sent-username this-host
username password this-host-password

The passwords do not need to match between the remote and the °
host.

It should not need to be the same as the enable-secret password. °

Router (config-if) #ppp authentication {chap | chap pap
| pap chap | pap}
Two choices: first choice | second choice °

If both methods are enabled, then the first method specified will be ©
requested during link negotiation.

If the peer suggests using the second method or simply refuses the °
first method, then the second method will be tried.
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DTE 172.25.3.0/24 DCE
.2/S0 Serial 1/S0

hostname SantaCruz
username HQ password HQpass

interface Serial0
ip address 172.25.3.2 255.255.255.0
encapsulation ppp
ppp authentication pap
PPP pPap sent-username SantaCruz password SantaCruzpass

hostname HQ
username SantaCruz password SantaCruzpass

interface Serial0
ip address 172.25.3.1 255.255.255.0
encapsulation ppp
ppp authentication pap
PPP pPap sent-username HQ password HQpass
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DTE 172.25.3.0/24 DCE
.2/S0 Serial 1/S0

hostname SantaCruz
username HQ password boardwalk
ppp chap hostname SantaCruz (optional)

interface Seriall

ip address 172.25.3.2 255.255.255.0
encapsulation ppp
ppp authentication chap

hostname HQ
username SantaCruz password boardwalk
ppp chap hostname HQ (optional)

interface Seriall

ip address 172.25.3.1 255.255.255.0
encapsulation ppp
ppp authentication chap
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il slna V) o libemaly 155 55 il il i jal debUg PPP o) s podiiu error

PPP JLa3l Litsy oyl

Liskas JS 53 i Jols3 Slulac L ol debug PPP ja ¥l ps pasiu chap
(CHAP . L a3al,) Challenge

Routerf#debug ppp {authentication|packet|negotiation|error|chap}
Router#no debug ppp {authentication|packet|negotiation|error|chap}
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