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Topic 4

The title : Cybercrime

1-Deinition of Cybercrime :

Cybercrime is the use of a computer as an instrument to further
illegal ends, Cybercrime has grown in importance as the computer
has become central to commerce, entertainment, and government.

Cybercrime is any criminal activity that involves a computer,
networked device or a network. While most cybercrimes are carried
out in order to generate profit for the cybercriminals, some
cybercrimes are carried out against computers or devices directly to
damage or disable them. Others use computers or networks to spread
malware, illegal information, images or other materials. Some
cybercrimes do both, target computers to infect them with a computer
virus, which is then spread to other machines and, sometimes, entire
networks.

A primary effect of cybercrime is financial. Cybercrime can include
many different types of profit-driven criminal activity, including
ransomware attacks, email and internet fraud, and identity fraud, as
well as attempts to steal financial account, credit card or other
payment card information.




Cybercriminals may target an individual's private information or
corporate data for theft and resale. As many workers settle into remote
work routines due to the Corona pandemic, making it important to
protect backup data.

Cybercrime can cause direct harm or indirect harm to whoever the
victim is. However, the largest threat of cybercrime is on the financial
security of an individual as well as the government.
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2-Types of Cybercrime :



The major types of cybercrime are :

-Computer virus : Computer virus, a portion of a computer program
code that has been designed to furtively copy itself into other such
codes or computer files. It is usually created by a prankster or vandal
to effect a nonutilitarian result or to destroy data and program code
or, in the case of ransomware, to extort by payment.

-Hacking : It is an illegal practice by which a hacker breaches the
computer®s security system of someone for personal interest.
Software piracy is an attack that involves the unlawful copying,
distribution and use of software programs with the intention of
commercial or personal use. Trademark violations, copyright
infringements and patent violations are often associated with this type
of cybercrime.

-Unwarranted mass-surveillance: Mass surveillance means
surveillance of a substantial fraction of a group of people by the
authority especially for the security purpose, but if someone does it
for personal interest, it is considered as cybercrime.

-Child pornography : It is one of the most heinous crimes that is
brazenly practiced across the world. Children are sexually abused and
videos are being made and uploaded on the Internet.

-Child grooming and taking care of a child electronically to groom
him for illegal purposes : It is the practice of establishing an
emotional connection with a child especially for the purpose of
childtrafficking and child prostitution.

-Copyright infringement : If someone infringes someone*s protected
copyright without permission and publishes that with his own name,
is known as copyright infringement.

-Money laundering : Illegal possession of money by an individual or
an organization is known as money laundering. It typically involves
transfers of money through foreign banks and/or legitimate business.
In other words, it is the practice of transforming illegitimately earned
money into the legitimate financial system.



-Cyber-extortion : When a hacker hacks someone*s email server, or
computer system and demands money to reinstate the

system, it is known as cyber-extortion.

-Cyber-terrorism : Normally, when someone hacks government"s
security system or intimidates government or such a big organization
to advance his political or social objectives by invading the security
system through computer networks, it is known as cyber-terrorism.

-Cyber Security : Cyber security is a potential activity by which
information and other communication systems are protected from
and/or defended against the unauthorized use or modification or
exploitation or even theft.

Likewise, cyber security is a well-designed technique to protect
computers, networks, different programs, personal data, etc., from
unauthorized access.

-Cryptojacking: An attack that uses scripts to mine cryptocurrencies
within browsers without the user’'s consent. Cryptojacking attacks
may involve loading cryptocurrency mining software to the victim’'s
system if the user's browser has a tab or window open on the
malicious site.

-ldentity theft: An attack that occurs when an individual accesses a
computer to glean a user's personal information, which they then use
to steal that person's identity or access their valuable accounts, such
as banking and credit cards. Cybercriminals buy and sell identity
information for gain.

-Credit card fraud: An attack that occurs when hackers infiltrate
retailers' systems to get the credit card and/or banking information of
their customers. Stolen payment cards can be bought and sold in bulk
on darknet markets.

-Cyberespionage: A crime involving a cybercriminal who hacks into
systems or networks to gain access to confidential information held
by a government or other organization. Attacks may be motivated by
profit or by ideology. Cyberespionage activities can include every type



of cyberattack to gather, modify or destroy data, as well as using
network-connected devices, like webcams or closed-circuit TV
(CCTV) cameras, to spy on a targeted individual or groups and
monitoring communications, including emails, text messages and
instant messages.

-Exit scam: The dark web, not surprisingly, has given rise to the
digital version of an old crime known as the exit scam. In today’s form
of this crime, dark web administrators divert virtual currency held in
marketplace escrow accounts to their own accounts - essentially,
criminals stealing from other criminals.
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3-Effects of cybercrime on businesses :

While the financial losses due to cybercrime can be significant,
businesses can also suffer other disastrous consequences as a result
of criminal cyberattacks, including the following:

-Damage to investor perception after a security breach can cause a
drop in the value of a company.

-In addition to potential share price drops, businesses may also face
increased costs for borrowing and greater difficulty in raising more
capital as a result of a cyberattack.

-Loss of sensitive customer data can result in fines and penalties for
companies that have failed to protect their customers’' data.
Businesses may also be sued over the data breach.

-Damaged brand identity and loss of reputation after a cyberattack
undermine customers' trust in a company and that company's ability
to keep their financial data safe. Following a cyberattack, firms not
only lose current customers, but they also lose the ability to gain new
customers.

-Businesses may also incur direct costs from a criminal cyberattack,
including increased insurance premium costs and the cost of hiring
cybersecurity companies to do incident response and remediation, as
well as public relation and other services related to an attack.
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4- Prevent the cybercrime :

To prevent the cybercrime, various laws and legislation have been
enacted in addition to the agencies that have been established to deal
with cybercrime. In 2015, the United Nations Office on Drugs and
Crime (UNODC) released the cybercrime repository, which is a
central database that includes legislation, previous findings and case
law on cybercrime and electronic evidence. The intention of the
cybercrime repository is to assist countries and governments in their
attempts to prosecute and stop cybercriminals.

Legislation dealing with cybercrime can be applicable to the general
public, or it can be sector-specific, extending only to certain types of
companies to protecte private information from threats and
unauthorized access and use. Other legislation has been established



to deal with specific cybercrimes, such as cyberbullying and online
harassment.
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